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1INTRODUCAO

Esterelatdrio técnico apresenta as solugoes para corregéo das vulnerabilidades en-
contradas no teste de vulnerabilidade realizado pela Agéncia Nacional de Vigilancia
Sanitaria (Anvisa) e estéa voltado aos profissionais de informatica. Nele, sdo descritas
as solugdes das vulnerabilidades implementadas na Biblioteca Digital (BD) da Anvisa
(Dspace) e no Tesauros da Anvisa (TemaTres).

O presente relatério € mais um dos resultados do projeto de pesquisa firmado entre
a Anvisa e o Instituto Brasileiro de Informagdo em Ciéncia e Tecnologia (Ibict), volta-
do a estudos para aimplementacado de uma BD para a agéncia. O projeto, criado em
2020 por meio de um Termo de Execucéo Descentralizado (TED), teve duragao de
18 meses, e, posteriormente, foi prorrogado por mais seis meses, com término em
setembro de 2022.

Conforme os Relatdrios de Analise de Vulnerabilidade (RAVs) disponibilizados pela
Anvisa, foram apontados riscos de vulnerabilidade para a BD e para o Tesauros. As
solugoes dessas vulnerabilidades estéo descritas neste relatério.



2 SOLUGCOES DAS VULNERABILIDADES
PARA A BIBLIOTECA DIGITAL (DSPACE,)

Abaixo séo descritas as solugdes das vulnerabilidades encontradas nos RAVs reali-
zado pela Anvisa.

2.1 Auséncia de Token Anti-Csrf

a) risco médio:

b) solugao: implementagao de token em todos os formularios HTML forms get e post
do software DSpace.

Exemplo do cddigo de solucao:

——————————————————————————————————————————————————————————————

______________________________________________________________

——————————————————————————————————————————————————————————————

' jspui/display-item.jsp
jspui/workspace/ws-main.jsp

i jspui/collection-home.jsp

i jspui/dspace-admin/authorize-main.jsp

i jspui/dspace-admin/eperson-confirm-delete.jsp
i jspui/dspace-admin/wizard-default-item.jsp

' jspui/dspace-admin/supervise-link.jsp
i jspui/dspace-admin/group-confirm-delete.jsp :
i jspui/dspace-admin/group-group-select jsp i
jspui/dspace-admin/curate-collection.jsp
' jspui/dspace-admin/confirm-delete-mdfield.jsp l
i jspui/dspace-admin/authorize-item-edit.jsp i

i jspui/dspace-admin/wizard-questions.jsp
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. jspui/dspace-admin/wizard-basicinfo.jsp

i jspui/dspace-admin/news-main.jsp

i jspui/dspace-admin/authorize-policy-edit.jsp
jspui/dspace-admin/wizard-permissions.jsp

i jspui/dspace-admin/metadataimport-showchanges.jsp

' jspui/dspace-admin/curate-main.jsp
jspui/dspace-admin/news-edit.jsp

i jspui/dspace-admin/list-metadata-fields.jsp
jspui/dspace-admin/authorize-advanced.jsp

i jspui/dspace-admin/batchimport.jsp

. jspui/dspace-admin/workflow-list jsp
jspui/dspace-admin/list-metadata-schemas.jsp

i jspui/dspace-admin/authorize-community-edit.jsp
i jspui/dspace-admin/batchmetadataimport.jsp
jspui/dspace-admin/confirm-delete-format jsp

. jspui/dspace-admin/metadataimport.jsp
jspui/dspace-admin/workflow-abort-confirm.jsp

i jspui/dspace-admin/curate-item.jsp

i jspui/dspace-admin/curate-community.jsp
jspui/dspace-admin/remover-destaque/index.jsp
i jspui/dspace-admin/supervise-main.jsp

| jspui/dspace-admin/community-select.jsp
jspui/dspace-admin/eperson-browse.jsp

i jspui/dspace-admin/list-formats.jsp
jspui/dspace-admin/eperson-main.jsp

i jspui/dspace-admin/supervise-confirm-remove.jsp
' jspui/dspace-admin/license-edit.jsp
jspui/dspace-admin/group-eperson-select.jsp

i jspui/dspace-admin/collection-select.jsp

i jspui/dspace-admin/item-select.jsp

' jspui/dspace-admin/supervise-list jsp



' jspui/dspace-admin/upload-logo.jsp

i jspui/dspace-admin/eperson-edit.jsp

i jspui/dspace-admin/authorize-collection-edit.jsp
jspui/dspace-admin/confirm-delete-mdschema.jsp
i jspui/dspace-admin/fixar-destaque/index.jsp
' jspui/mydspace/reject-reason.jsp

i jspui/mydspace/main.jsp

i jspui/mydspace/perform-task.jsp
jspui/mydspace/preview-task jsp

i jspui/mydspace/remove-item.jsp

' jspui/mydspace/subscriptions.jsp
jspui/register/forgot-password.jsp

i jspui/register/registration-form.jsp

i jspui/register/new-password.jsp

i jspui/register/new-ldap-user.jsp

. jspui/register/new-user.jsp
jspui/register/edit-profile.jsp

i jspui/layout/header-submission.jsp-backup

i jspui/layout/navbar-default-backup.jsp
jspui/layout/header-submission.jsp

i jspui/layout/header-default jsp-backup

' jspui/layout/header-default.jsp
jspui/layout/legacy/navbar-default.jsp

i jspui/controlledvocabulary/search.jsp
jspui/controlledvocabulary/controlledvocabulary.jsp
i jspui/suggest/suggest.jsp

| jspui/suggest/suggest_ok jsp
jspui/requestltem/request-information.jsp

i jspui/requestltem/request-letter,jsp

i jspui/requestltem/request-form.jsp
jspui/requestltem/request-free-access.jsp



' jspui/community-list.jsp

i jspui/search/discovery.jsp

i jspui/components/login-form.jsp
jspui/components/Idap-form.jsp

i jspui/feedback/form.jsp

' jspui/tools/edit-collection.jsp
jspui/tools/itemmap-main.jsp

i jspui/tools/edit-item-form.jsp
jspui/tools/curate-collection.jsp

i jspui/tools/confirm-privating-item.jsp

' jspui/tools/upload-bitstream.jsp
jspui/tools/confirm-withdraw-item.jsp
i jspui/tools/itemmap-info.jsp

i jspui/tools/lookup.jsp

' jspui/tools/itemmap-browse.jsp

' jspui/tools/confirm-delete-collection.jsp
jspui/tools/eperson-list.jsp

i jspui/tools/confirm-delete-item.jsp

i jspui/tools/group-select-list.jsp

' jspui/tools/version-history.jsp

i jspui/tools/move-item.jsp

| jspui/tools/curate-community.jsp
jspui/tools/creative-commons-edit.jsp
i jspui/tools/get-item-id.jsp
jspui/tools/version-summary.jsp

i jspui/tools/edit-community.jsp

' jspui/tools/confirm-delete-community.jsp
jspui/tools/group-edit.jsp

i jspui/tools/group-list.jsp

i jspui/tools/version-update-summary.jsp
' jspui/browse/full jsp
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 jspui/browse/single jsp

. jspui/community-home.jsp

i jspui/submit/virus-checker-error jsp
jspui/submit/review jsp

i jspui/submit/get-file-format.jsp

i jspui/submit/edit-policy.jsp

' jspui/submit/edit-bitstream-access.jsp
i jspui/submit/edit-metadata.jsp
jspui/submit/choose-file jsp

i jspui/submit/show-uploaded-filejsp

i jspui/submit/select-collection.jsp
 jspui/submit/verify-prune.jsp

i jspui/submit/upload-file-list.jsp

i jspui/submit/show-license.jsp

i jspui/submit/start-lookup-submission.jsp
i jspui/submit/access-step.jsp
jspui/submit/change-file-description.jsp
' jspui/submit/creative-commons.jsp

i jspui/submit/upload-error.jsp
jspui/submit/virus-error.jsp

i jspui/submit/cancel jsp

i jspui/submit/complete.jsp
jspui/submit/initial-questions.jsp

_______________________________________________
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2.2 Content Security Policy (CSP)

a) risco médio:

b) solucéo: inserc¢éo da tag <meta> no cabecalho da aplicagéo e do Header CSP no
servidor web.

Exemplo do cddigo de solucao:

——————————————————————————————————————————————————————————————

E # Servidor web nginx

.
:
i add_header Content-Security-Policy “default-src ‘none’; style-src ‘self’ ‘unsafe-inlinei
' ‘unsafe-eval’; script-src ‘self’ ‘unsafe-inline’; connect-src ‘self’; img-src ‘self’ data;;
' font-src ‘self’; frame-ancestors ‘self’; form-action ‘self’;” :

:

.

' # Servidor web Apache

' Header always set Content-Security-Policy “default-src ‘none’; style-src ‘self’ ‘unsa-
fe inline’ ‘unsafe-eval’; script-src ‘self’ ‘unsafe-inline’; connect-src ‘self’; img-src self'
! data font-src ‘self’; frame -ancestors ‘self’; form-action ‘self’;” :

______________________________________________________________

——————————————————————————————————————————————————————————————

' <meta http-equiv="Content-Security-Policy” content="default-src \'none\’; style- SI’CI
\self\ \'unsafe-inline\ \'unsafe-eval\’; script-src \'self\’ \'unsafe-inline\’; connect- SrC'
\self\ img-src \'self\" data; font-src \'self\’; form-action \'self\’;” /> '

. . Nota: Os ajustes necessarios nos atributos foram realizados pela equipe de Tl da.
: Anwsa durante os testes das funcionalidades da aplicacéo. .

______________________________________________________________
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2.3 Parametros Anti Cross-Site
a) risco médio;
b) solugado: inserc¢éo do Header no servidor web.

Exemplo do cddigo de solucao:

——————————————————————————————————————————————————————————————

# Servidor web nginx

add_header X-Content-Type-Options nosniff
# Servidor web Apache

Header set X-Content-Type-Options: “nosniff”

______________________________________________________________

2.4 Biblioteca JS vulneravel
a) risco alto;
b) solucgdo: atualizagao da biblioteca do Jquery.

Inicialmente atualizamos a versao 1.10.2 para 2.2.4 do Jquery que nao possui
riscos, conforme pode ser consultado em: https://www.cvedetails.com/vulnera-
bility-list/vendor id-6538/ product_id-11031/version_id-286394/Jquery-Jquery-
-2.2.4.html. Entretanto, essa vulnerabilidade persistiuno RAV, somente a versao
3.5.0 ouacima corrige, conforme pode ser consultado em: https://security.snyk.
io/package/npm/jquery.

A atualizagao foi realizada pela equipe da Anvisa para versao mais atual do Jquery a
3.6.1, essa atualizagcao ocorre em tempo de execucao via plugin. Assim, com a atu-
alizagdo para versao 3.6.1 do Jquery, observou-se a necessidade de atualizagao do
Bootstrap para versao compativel 3.4.1 para evitar que algumas funcionalidades do
layout se quebrem.
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2.5 Anti-Clickjacking Header

a) risco médio:

b)b) solucéo: Configurar o Servidor web para que ele envie o cabecalho X-Frame-
-Options.

Exemplo do cddigo de solugao:
i # Servidor web nginx
' add_header X-Content-Type-Options nosniff
' # Servidor web Apache
' Header set X-Content-Type-Options: “nosniff”

______________________________________________________________
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3 SOLUCOES DAS VULNERABILIDADE
PARA O TESAUROS (TEMATRES)

Abaixo, sdo descritas as solugdes das vulnerabilidades encontradas no RAV realizado
pela Anvisa.

3.1 Auséncia de token anti-csrf

a) risco médio:

b) solugao: implementacéo de token em todos os formularios HTML (tag <forms>)
do tipo GET e POST do software TemaTres.

Exemplo do cddigo de solucao:

——————————————————————————————————————————————————————————————

i # Correcao do Token Anti-CSRF

i session_start();

i $ SESSION[‘TOKEN’] = md5(unigid(mt_rand(), true));

i $rows.='<input type="hidden” name="csrf_token” value=""$_SESSION[*TOKEN"].">";

______________________________________________________________

——————————————————————————————————————————————————————————————

i tematres/common/arc2/store/ARC2_StoreEndpoint.php

i tematres/common/arc2/store/ARC2_StoreEndpoint.orig.php
' tematres/common/include/fun.html.php

' tematres/common/include/inc.misTerminos.php

i tematres/common/include/fun.admin.php
tematres/common/include/fun.admin.php

i tematres/common/include/inc.abmNota.php

i tematres/common/include/inc.abmConfig.php

15



tematres/common/include/adodb5/pear/auth_adodb_example.php
' tematres/common/include/adodb5/adodb-perf.inc.php
" tematres/common/include/inc.formUsers.php

tematres/vocab/install.php
i # Em 35 forms do Arquivo: i
i tematres/common/include/fun.html_forms.php i

_______________________________________________________________

3.2CSP

a) risco médio;
b) solugéo: inserir tag<meta> do cabecalho da aplicagao e do Header CSP no servidor web.

Exemplo do cddigo de solugao:

———————————————————————————————————————————————————————————————

# Servidor web nginx

script-src ‘self’ ‘unsafe-inline’; connect-src ‘self’; img-src ‘self’ data;; font-src ‘self’;

|

I

|

' add_header Content-Security-Policy “default-src ‘none’; style-src ‘self’ ‘unsafe-inline’;
I

. frame-ancestors ‘self’; form-action ‘self’;

' # Servidor web Apache

Header always set Content-Security-Policy “default-src ‘none’; style-src ‘self’ ‘unsafe-
-inlineg’; script-src ‘self’ ‘unsafe-inline’; connect-src ‘self’;img-src ‘self’ data; font-src
‘self’; frame-ancestors ‘self’; form-action ‘self’;”

_______________________________________________________________

———————————————————————————————————————————————————————————————

. <meta http-equiv="Content-Security-Policy” content="default-src \'none\’; style-src .
i \'self\' 'unsafe-inline\’; script-src \'self\’\'unsafe-inline\’; connect-src \'self\’;img-src .
' \'self\" data; font-src \'self\’; form-action \'self\’;" /> |

_______________________________________________________________
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3.3 Parametros Anti Cross-Site

a) risco médio;
b) soluc&o: insercéo do Header no servidor web.

Exemplo do cddigo de solugao:
 # Servidor web nginx
. add_header X-Content-Type-Options: “nosniff”
. # Servidor web Apache
Header set X-Content-Type-Options: “nosniff”

______________________________________________________________

3.4 Biblioteca JS Vulneravel

a) risco alto;

b) soluc&o: atualizagéo das bibliotecas:
a) Jquery versdo 3.4.1 para 3.6.1;
b) Jquery-validation versdo 1.10.0 para 1.19.5;
c) Bootstrap versdo 3.3.7 para 3.4.1.

Essas versdes nao possuem vulnerabilidades, conforme pode ser consultado em:
a) https://security.snyk.io/package/npm/jquery;

b) https://security.snyk.io/package/npm/jquery-validation;
c) https://security.snyk.io/package/npm/bootstrap.

Arquivos modificados para atualizacéo das bibliotecas Jquery, jquery-validation e
Bootstrap:

——————————————————————————————————————————————————————————————

' tematres/common/forms/jquery.validate.min.js
i tematres/common/jq/lib/jquery-3.6.0.min js

17
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tematres/common/bootstrap/js/bootstrap.js

' tematres/common/bootstrap/js/bootstrap.min.js

i tematres/common/bootstrap/css/bootstrap-theme.css
tematres/common/bootstrap/css/bootstrap-theme.css.map
i tematres/common/bootstrap/css/bootstrap-theme.min.css
. tematres/common/bootstrap/css/bootstrap-theme.min.css.map
tematres/common/bootstrap/css/bootstrap.css.map

i tematres/common/bootstrap/css/bootstrap.min.css
tematres/common/bootstrap/css/bootstrap.min.css.map

. tematres/common/include/fun.html.php

i tematres/vocab/modal.php

______________________________________________________________

3.5 Anti-Clickjacking Header

a) risco médio;
b) solugdo: configurar o Servidor web para que ele envie o cabecalho X-Frame-Options.

Exemplo do cddigo de solucao:
i # Servidor web nginx
' add_header X-Frame-Options: “sameorigin”
i # Servidor web Apache
' Header set X-Frame-Options: “sameorigin”

______________________________________________________________
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3.6 Cookies inseguros

a) risco médio;
b) soluc&o: habilitar “session cookie” e configurar atributo “samesite” no servidor web.

Exemplo do cddigo de solugao:
i Servidor web nginx
i proxy_cookie_flags one httponly;
proxy_cookie_flags ~ nosecure samesite=lax;

# Servidor web Apache
session.cookie_samesite="Lax"
session.cookie_httponly=0n

______________________________________________________________
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4 CONSIDERACOES FINAIS

Esterelatdrio teve o objetivo de apresentar as solugoes implementadas para a corre-
¢do das vulnerabilidades apontadas nos relatorios RAV da BD (DSpace) e do Tesauros
(TemaTres). Sua principal fungéo foi documentar as informagoes, além de responder
as possiveis dividas acerca do processo.
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